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KnOepOesonacHoOCTH

B cetn «MHTepHEeD

KomMnbloTepHbIE BHDPYCHI
KoMInbIoTepHEI# BHPYC - 3TO pa3’HOBHIHOCTh KOMITBIOTEPHBIX IIPOrpaMM,

OTJIHYATENIHOH OCOGEHHOCTHIO KOTOPOH SABJIAETCA CIOCOOHOCTD K pa3sMHOMEHHIO
(xomupoBanuio). B gomojHeHMe K 3TOMY, BHPYCHI MOTYT IIOBpEAMTH HIJIH
MOJIHOCTHIO YHHYTOXHUTD Bce (aiiiel ¥ JaHHBIE, NOJKOHTPOJBHEIE MOJIB30BATENIO,
OT UMEHH KOTOporo Osuia 3alylneHa 3apakéHHas NporpaMMa, a TaKkke NOBpeAHTh
WM JaKe YHHYTOXKHTH ONEPALHOHHYIO CHCTEMY CO BceMH aiinaMu B peinom. B
6GoNBIIHHCTBE CITyYaeB paclpOCTPaHAIOTCA BHPYChHI Yepe3 HHTEPHET.

MeTtoabl 3aATHI OT BPEeJOHOCHBIX NPOrpamMM:

1.  Hcnons3y# coBpeMEHHEIE ONEPallHOHHBIC CUCTEMBI, HMEIOIHe
cepbE3HBIA ypOBEHb 3aLHTHI OT BPEAOHOCHLIX NPOTPaMM;

2. TIlocrosHHo ycraHaBnuBaid matyw (HU¢pOBbIE 3aILIATKH,
KOTOpbl€ aBTOMAaTHYECKH YCTaHAaBIHBAIOTCA C LeENbi0  JopaboTKH
NporpaMMsl) H JpyrHe OOHOBIEHMS CBOelf ONEepalMOHHOM CHCTEMBI.
CxauuBait ux Tomeko ¢ ouunmaneHoro caiita paspaboruuka OC. Ecau
CYLIECTBYET PEXXHM aBTOMaTHYECKOro OOHOBJIEHHS, BKIIOUH €ro;

3.  PaGortait Ha cBoeM KOMIBIOTEpE MOA NMpaBaMH NOJB30BATENs, a
He aJMHHHCTpaTopa. JTO HE IO3BOJHT OONBIIHHCTBY BpeAOHOCHHEIX
NporpamMM HHCTAJUIMPOBATHCA HA TBOEM NEPCOHANIBHOM KOMIIBIOTEPE;

4.  Hcnons3y#i aHTHBHpPYCHbIE IPOrPAMMHBIE [TPOAYKTEI H3BECTHEIX
NPOM3BOAUTEIEl, C aBTOMaTHYeCKHM 00HOBIIeHHeM ba3;

5. Orpanuur ¢u3MYECKUT JOCTYI K  KOMIIBIOTEpY  JUIS
HOCTOPOHHUX JIMI;

6. Hcnons3yH BHEIIHHE HOCHTeNH HHQOpMamHH, TaKde Kak
¢nemka, jauck HiH ¢aiin M3 VHTepHeTa, TOJNBKO H3 IIPOBEPEHHBIX
HCTOYHHKOB,

7. He otkpeiBali KoMmblOTepHbIe (aiiibl, MONY9YEHHBIE U3
HEHaA&XHBIX HCTOYHHKOB. [laxxe Te ¢aiinbl, KOTOphle HpHCIAT TBOH
3HaKOMBIi. Jlydllle YTOYHH Y Hero, OTIIpaBJisI JIM OH Tebe ux.



Cern WI-FI

C nomompto WI-Fi MoxHO momyduts OecruiaTHBI HHTEPHET-AOCTYIl B
ofLecTBEHHBIX MecTaX: Kade, OTelsX, TOProBhIX LIEHTpaxX H a3pomnoprax. Tak xe
ABJNAETCA OTJIMYHOM BO3MOXHOCTBHIO Bhixoa B MHTepHer. Ho MHOrHe SKCHEpTHI
CYHTAIOT, yTO obmenoctynHsie WiFi ceTn He ABNAIOTCA 6€3011aCHBIMH.

Cosetb! no GezonacHocTH paborsl B o0uienocTynubIxX ceTax Wi-fi

1. He nepexmaBaii cBol0 JM4HYI0O HHQOpMAaIMIO  Yepe3
obwepocrynHeie Wi-Fi cetu. PaGoras B HHX, )X€NaTelbHO HE BBOJHTH
NapoJIM JOCTYIA, JIOTHHEI H KaKHe-TO HOMepa;

2. Hcnonp3y#t u oOOHOBHAH aHTHBHPYCHBIE INpOrpaMMhEl H
GpanaMay3p. Tem caMbiM Thl ofe3onacHmIb cebs OT 3aKa4KH BHpYCa Ha TBOE
YCTpOHCTBO;

3. TIlpu wucnomb3oBaHum Wi-Fi ortwmoud ¢ynxumio «OOGmmii
AocTyn K ¢aiinaM u npuHTepaM». JlaHHas QyHKLHA 3aKphITa IO YMOJTYaHHIO,
OZHAKO HEKOTOphle TONb30BaTeNH aKTHBHPYIOT e€ mid ynobcrsa
HCIIONB30BaHHA B paboTe WiH yueGe;

4. He ucnonszy#t ny6muunerii WI-FI gns nepepmaum JIMYHBIX
NaHHBIX, HAallpUMep, Ul BBIXOAA B COLMAIBHBIE CETH WM B 3JIEKTPOHHYIO
TI04TY;

5.  Hcrnons3y# TonbKo 3auunieHHoe coepuHeHHe depes HTTPS, a
He HTTP, T.e. npu HaGope BeG-agpeca BBoqu HMeHHO «https://»;

6. B mobunbnoM Tenedone oTnoun ¢pyHkumio «[logkmodenune k
Wi-Fi aBroMaTtuueckm». He nomyckaii aBTOMarH4yeckoro HOAKIIOUEHUS
yctpolictBa k ceTaM Wi-Fi 6e3 TBoero cornacus.

CounajibHble CeTH
CoumanbHas ceTh - 3T0 CaliT, KOTOPBIH NpeAOCTaB/IAET BO3MOXHOCTD JIOLAM

OCYLIECTBIATh OGlieHue Mexnxy coboi B HHTepHere. Yaille Bcero B HHUX A
KQXIOro YeJIoBeKa BhIeJINeTCH CBOA IHYHAA CTPaHHYKA, Ha KOTOPOH OH yKa3sIBaeT
0 cebe pa3mMuHyI0 HHQOPMALMIO, HaYyHHas OT HMMEHH, GaMUIHM H 3aKaHYMBas
JHYHBIMH QoTorpaduamu. MHorue noys30BaTeId He IOHUMAIOT, 94T0 HHpOopMaLus,
pasMelIeHHas HMH B COLHAJIBHBIX CETAX, MOXKeT OBITh HalileHa H HCTIONb30BaHa KEM
YrOJHO, B TOM 4HCJIe He 0013aTeNbHO C GJIariMy HAMEPEHHSAMH.


https://%c2%bb

1.  OrpaHnds cnHcok Apyseil. Y Te6s B Apy3bsix He JOIDKHO ObITH
ClIyqalHBIX U HE3HAKOMBIX Joaei;

2. 3Bammmaii CcBOIO 4YacTHYW >XHM3Hb. He ykasniBail napoiH,
TenedoHsI, afipeca, JATy TBOETO POXKACHHS H APYTYIO IHYIHYIO HHPOpMALHIO.
3NOYMBIIUIEHHHKH MOTYT HCIIOJIE30BaTh Aaxe HHGOPMAIIMIO O TOM, KaK Tl
H TBOH POAMTENH IUITAHHUpYETE [IPOBECTH KAHUKYJIHI,

3.  3ammMmai CBOIO penyTalHio - ACpXKH €€ B YHCTOTE M 3ajaBait
cebGe Bompoc: xoten 6b1 Thl, 4T0OBI ApYrHe IONB30BATEH BHICNH, YTO THI
sarpyxaems? Ilomymail, npexxae 4eM 4TO-TO OIyGNUKOBaTh, HalMCaTh H
3arpy3HTh;

4. Ecne TH rOBOpUIUp C JIIOABMH, KOTOPBIX He 3Haemb, He
HCIIONB3Y# CBOE peanbHOoe UMA U APYTYIO JIHYHYIO HHPOPMALHH: HMS, MECTO
KHTEJIBCTBA, MECTO YUeOBI H IIpouee;

5. HsGerait pasmemenus oororpadmit B MurepHere, rae THI
H300paX€H Ha MECTHOCTH, IO KOTOpO¥ MOXHO OIPEJENdTh TBOE
MECTOIOJIOXEHHE;

6. Ilpu perucTpauHu B COOMaJBHOH CeTH HEOOXOAHMO
HCIIOJIb30BaTh CJIOXKHBIE MapoiaW, cocrosmme u3 OykB U madp H ¢
KOJTM4YeCTBOM 3HAKOB He MeHee §;

7.  Jlng couManbHOM CETH, MOYTH H OPYTHX CaiiToB HeoOXOoAMMO
HCNOJIb30BaTh pasHele mnaponH. Toraa ecniu TebGs B3JIOMAKOT, TO
3JIOYMBIIIEHHUKH IIONTy4YaT NOCTYNl TONBKO K OJHOMY MECTY, a HE BO BCE

cpasy.

DNeKTPOHHbIE IeHbIH
OneKTpOHHBIE AEHBIM — 3TO O4YeHb YAOOHBIH crocob muartexel, ogHaKO

CYILIECTBYIOT MOILIEHHHKH, KOTOPBIE XOTAT MOMYYHTh 3TH JAEHBIH.

ONeKTpOHHEIE AeHBIH MOSBHINCH COBCEM HEIAaBHO H MMEHHO H3-3a 3TOTO BO
MHOTHX rOCyIapCTBax JI0 CHX MOp He MPOMHCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHH (YHKIHOHHPYIOT H O HUX YK€ IIPOMNMCAHO B 3aKOHE, IAle HX
pasfensioT Ha HECKOJIBKO BHIOB - aHOHHMHbIE U He aHOHHMHEIE. PasHHIa B TOM,
YTO AHOHWMHEIE - 3TO Te, B KOTOPHIX paspemaercs MpOBOAWTh omepanuu 6e3
HICHTH(QHUKALIHH ITOJIE30BAaTE, @ B He aHOHAMHBIX HICHTH(PUKALMH NONb30BATENS
SIBAseTCs 00A3aTeNIbHOM.



Takke cleqyeT pasiu4aTh OJJIEKTPOHHBIE (HATHBIE MEHBIH (PaBHEI
roCyJapCTBEHHBIM BAJIIOTAM) M 3JIEKTPOHHbIE HebuaTHBIE JEHbrH (HE paBHEI
roCyAapCTBEHHBIM BaIIOTaM).

OcHoBHLIE coBeThl N0 GezonacHoili paGoTe ¢ JIEKTPOHHBIMM JeHbLTAMH:

1.  Ilpussaxu k cueTy MOOMNBbHEIH TenedoH. ITo caMelii yA0OHEIH H
GrICTpBIH crOcO6 BOCCTAHOBHTH HOCTYN K cuery. IlpuBsasanusiii TeneoH
NIOMOXeET, eclii 3a0yeilb CBOM IIIAaTeXHBIH MapoJib HIH 3aiiellls Ha CaiT C
HE3HaKOMOI'o YCTpPOHCTBa,;

2. Hcnonssy#i opHopasossle maponu. [Ilocne nepexoza Ha
YCHJIEHHYIO aBTOpH3aLHIio Tebe yxe He OyleT yrpoxkarbh ONacHOCTh KpaXH
HJTH [lepexBaTa ILUIaTeXHOro [apoJis;

3. Bsibepn cnoxnsiit napons. IlpectynHukaM Gyaer He mpocTo
yrajgarb CIOXKHBIA nmapons. HanexHsie mapoim — 3TO IIapoiH, KOTOpbIE
cofiepxaT He MeHee 8 3HaKOB M BKJIIOYAIOT B ¢e6sf CTPOUHBIE H IIPONHCHBIE
OykBbl, UH(PBI ¥ HECKONBKO CHMBONIOB, TaKHe KaK 3HaK JioJuiapa, (yHTa,
BOCKJIMLAaTeIbHEIH 3HaK H T.. Hanpumep, StROng!;;

4. He BBomM cBOM JNMYHblE AaHHble Ha calTaX, KOTODBHIM He
JOBEpSAeELLb.

JJIeKTPOHHAS NOYTA
DNEeKTPOHHAs MOYTa — 3TO TEXHOJOrHA U NMpeLOCTaBIIEMBIE €l YCIYTH M0

NepechUIKe U MOJY4EeHHIO JJIEKTPOHHBIX COOOIIEHHH, KOTOphle pacnpeaelsIoTcs B
KoMnbloTepHON ceTH. OOBIMHO JJIEKTPOHHBI MOYTOBBIM AMMK  BHITIATUT
CJIEAYIOIMMM 06pa3oM: UMiA_MONk30BaTeNns@uMs_fomeHa. Taxke kpoMe nepesayu
IPOCTOr0 TEKCTa, HMEETCS BO3MOXHOCTD NlepeiaBaTh (haissl.

OcHoBHBIE cOBETHI MO 6e30nacHOi paboTe ¢ ITEKTPOHHOH NOYTOM:

1.  Hano BrIOpaTh npaBUNbHBIA NOYTOBBIA cepBUC. B HMHTepHere
€CThb OrpOMHBIH BEIGOp GECIUIaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO JTy4IIE
AOBEPATH TEM, KOT'O 3Haelllb U KTO IepBLIA B peHTHHTE;

2. He ykaspBali B JuMYHOH IO4YTe JHYHYI0 HHQOpMAaLHIO.
Hanpumep, nyuine BrIOpars «My3bIKaIbHbIA_(aHaT@» WM «pok2013»
BMeCTO «TeMalld»;

3. Hcnonesyit ABYX3TamnHyIO aBTOPH3alHIO. JTO KOTAa MOMHMO
NapoiA Hy)XHO BBOAMTH KOJI, MPHCHUTaeMbl# o SMS;



4. BpiGepr cioxHbpI naponb. IS KaXXaoro noYToBoro SIjpka
JOJDKeH ObITh CBOH HANIEXHBIH, YCTOMYHBBIH K B3JIOMY 1apOJIb,

5. Ecau ecTh BO3MOXHOCTH HANMCaTh CaMOMy CBOH JIMYHEIA
BOIPOC, HCIIONB3YH 3Ty BO3MOMXHOCTD;

6. Hcnons3yit HeckoNbKO NOYTOBBIX SIIHKOB. IlepBrit mid
YacTHOM IIepemHCKH C anpecaTaMH, KOTOpPhHIM ThI JOBEpselllb. JTO
3JIEKTPOHHEI afipec He Haflo UCII0JIB30BaTh NPH PEerdcTpaluy Ha Gpopymax H
caifTax;

7.  He otkpsiBait ¢aiins: 1 Jpyrre BIOXEHHA B THCbMaX JaXe €CIIH
OHH NpHIILTA OT TBOMX Jpy3ei. JIydie yToYHH y HHX, OTIPABILUIH JIH OHH
Tebe aTH aitsr;

8. Ilocne oxondyanus paboTel Ha IOYTOBOM CeEpBHCE Iepen
3aKpHITHEM BKJIAJIKH C caliToM He 3a0yAb HaxaTh Ha «BeIHTHY.

Kn6epOyJUIHHT HIH BHPTYAJbHOE H3JEeBATENLCTBO
KuGepOy/uluHr —  npecnepoBaHMe  COOOHIEHHAMH, coZiepXKAalLHMH

OCKOpOJICHHA,  arpeccHIO,  3alMyTdBaHHE;  XYJHIaHCTBO;  COLHAIBHOE
GoiKOTHpPOBaHHE C IOMOIIBIO Pa3IMIHBIX HHTEPHET-CEPBUCOB.
OcHoBHble coBeThbI N0 Gophbe ¢ kKHOepOyANHHIOM:
1. He 6pocaiica B 60ii. JIyqmunii cioco6: mocoBeToBaThCH Kak ceds
BECTH H, €CIIH HeT TOro, K KOMy MOXXHO OOpaTHThCi, TO BHaJaje
ycriokouThea. Ecii Thl HaUHels 0TBE4aTh OCKOpPOJICHUAMH Ha OCKOpOJIeHns,
TO TOJIBKO ellle GoJbIIe pa3oiOKeLTh KOHQIIHKT;
2.  VYnpasnsit cBoeil kubeppenyraiuei;
3. AHOHHMHOCT, B cetH MHHMaa. CylecTBYIOT CHOCOOEI
BBISICHHTh, KTO CTOMT 32 aHOHUMHBIM 2KKayHTOM;
4. He crout BecTH Xynuradckuii oOpa3 BHUPTYyaJIbHOH JXH3HH.
HHTepHeT QHUKCHpPYET BCE TBOH AEHCTBUA H COXPAHAET HX. Y JaJINTh UX Oyaer
KpalHe 3aTpyAHUTEIHHO;
5.  Benu ce6s BeXIHBO;
6. Urnopupyii €AMHHYHbIHA HeraTuB. Onxopa3oBsie
ockopOuTenbHble coobmieHns Jyyme HraHopupoBaTh. OOBIMHO arpeccHs
NpeKpaIaeTCs Ha Ha9aIbHOH CTauH;



7. ban arpeccopa. B mnporpammax oO0MeHa MIHOBEHHEIMH
COOOMEHHAMH, B COLMAIBHBIX CETAX €CTh BO3MOXHOCTE OJIOKHPOBKH
OTIIPaBKH COOOIIEHHI C ONpPEAEIICHHBIX aJ[pECOB;

8. Ecmx 7tH cBuaerens kubepbymnunra. Teom AedcrBus:
BBICTYIIHTh NMPOTHB IIpeciiefioBaTeNs, MOKa3aTh €My, YTO €ro AeACTBHA
OLIEHHBAIOTCA HEraTHBHO, MOAAEpXaTb JKEPTBY, KOTOPOH HYXHa
NCUXOJIOrHYecKasd MOMOINb, COOOLIMTH B3pPOCHBIM O (paKkTe arpecCHBHOTrO
NOBEACHHUS B CETH.

Mobuabnbiii Tesedon

CoBpeMeHHBle cMapT(¢OHBI H IUIAHIIETH COAepXaT B cebe BIOJIHE B3pOCIbIi
QYHKLUHOHAN, M Tenepb OHH MOIYT KOHKYPHpPOBaTb CO CTallHOHapHBIMH
KoMrbioTepaMu. OfiHaKo, CpeCTB 3aIUUTH U MOAOGHBIX yCTPOHCTB M0OKa OY€EHb
MaJto. TecTHpOBaHHE H MTOUCK YA3BHUMOCTEH B HUX IIPOHCXOJUT HE TAK HHTEHCHBHO,
kak i I1K, 1o e camoe xacaercd H MOOWIBHBIX NIPUIIOXKEHHIA.

CoBpeMeHHble MOOHIBHBIE Opaysepel YXe NpPaKkTHYECKH AOTHAJIH
HacCTOJIbHBIE aHaJIOrH, OAHAKo pacluMpeHHe (QYHKLHOHaJa Bje4YeT 3a CcoboH
6obIIYIO CIIOXHOCTH H MEHBLIYIO 3aLIMIIEHHOCTb.

Jlaneko He Bce NMPOMU3BOAMTENH BBITYCKAIOT OOHOBIECHHA, 3aKpPBIBAIOIIHE
KPHTHYECKHE YA3IBHMOCTH JUIA CBOMX YCTPOMCTB.

OcnoBHbIe coBeTHI A1 Ge30nacHOCTH MOOHILHOIO TesedoHa:

1.  Byae ocTtopoxeH, BeAb Koraa Tebe mpeiaraiorT GecrmaTHbiid

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCIYTH;

2.  Jymaii, mpexzae 4eM ornpaBuTh SMS, doto unm Bumeo. Thi

TOYHO 3HaellIb, rie OHU 6YIyT B KOHEYHOM HUTOre?

3. HeoGxomuM0O OGHOBIATH ONEPALMOHHYI) CHCTEMY TBOEIO

CMapT(PoOHa;

4. Hcnone3yii aHTHBHPYCHHE TMPOrpaMMBl Ui MOOHJIBHEIX

TenedOoHOB;

5.  He 3arpyxail npuioxeHHs OT HEU3BECTHOIO MCTOYHHKA, BEJb

OHH MOTYT COAEpPXKarhb BpeJOHOCHOE IPOrpaMMHOE 00eCTIEYCHHE;

6. Ilocne Toro kak Thl BHIAJENIb C caiTa, rAe BBOAWI JIHYHYIO

HHOpMaILMIO, 3aiiin B HaCTPO¥KK Gpay3epa H yaamm cookies;

7. Ilepuomuuecku  mpoBepAid  KaKHe  IUIATHBIE  YCIYIH



8.  asaif cBoii HoMep MOOMIBHOro TejdedoOHa TONBKO IHOAAM,

KOTOPBIX Thl 3HaCIb H KOMY AOBEpACIE,
9, Bluetooth nomxen OMTHP BLIKIIOYEH, KOrZa TBI HM He

nons3yeunsca. He 3a6siBait MHOTIA MPOBEPATH 3TO.

QOHIIBHT HIH KPAXKA JHYHbIX JaHHBIX
I'maBHas uenp ¢QUIIMHF - BuAa HHTepHET-MOILIEHHHYECTBAa, COCTOMT B

TOJy¥eHHH KOHQHAEHIHAIBHEIX JaHHHX [ONB30BaTelieli — JIOTHHOB H IapoJeil.
Ha aurnuiickoM sseike phishing uuraerca kak ¢uumHr (or fishing — pribnax

NoBiA, password — napois).

OcHoBHbIe coBeTHI N0 Goprbe ¢ puuIHATOM:

1.  Cnenn 3a cBOMM aKkayHTOM. ECJIH TEI nOfO3peBaeb, 4TO TBOS
aHKera ObLIa B3JIOMaHa, TO HEOOXOOHMO 3a6NOKHMPOBATH €€ H COOOIIHTH
aIMHMHHCTPATOpaM pecypca 06 3TOM Kak MOXXHO cKopee;

2. Hcnone3yit Ge3onacHele Be6-caliTh, B TOM 4HCIIe, HHTEPHET-
MAara3MHOB H ITIOMCKOBBIX CHCTEM;

3.  Hcnonwayli cnoxxrsle # pa3Hbie naponmn. TakuMm obpa3som, ecin
Te6s B3JIOMAIOT, TO 3MIOYMBILUIEHHHKH MOJIYYaT AOCTYI TONBKO K OJHOMY
TBOEMY NPOQHITIO B CETH, a HE KO BCEM;

4.  Ecnu 1e64 B310MaJIH, TO HEOOXOJHMO NMPEAYNIPEAHTE BCEX CBOHX
3HAaKOMBIX, KOTOpbIe 00aRIEHs! y Te0s B APY3BAX, O TOM, YTO TeOA BITOMANH
H, BO3MOXHO, OT TBOEro HMEHH OyAer pacchLIaTBECA CIIaM H CCBUIKH Ha
$HUIHHTOBEIE caliThI;

5.  Ycrasosu HapexHsi#i napons (PIN) Ha MoGunbHbIH Tenedon;

6. Orxmoun coxpaHeHue napons s 6payzepe;

7.  He otxpsiBail (paiiiibl 4 ApYrHe BIOXKEHHS B MHCHMAX JaXe eCIH
OHH NMPHLLUTH OT TBOUX Apy3eH. JIydie yTouHH Yy HUX, OTTIPABISUIH I OHH
Tebe 3TH daitnel.



